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4.56 TB
Sensitive Data Scanned

42.7M
Corporate Objects

HIGH
Overall Risk Rating

14
Unsanctioned AI Services

90%
Data Estate Unmonitored



Executive Summary

HIGH
Overall Risk Rating

Regulated data actively exposed

PII · PHI · PCI
Regulated Data Types Exposed

Across M365, shadow cloud & AI

14 Services
Unsanctioned AI Platforms

Processing sensitive data without governance

CRITICAL: 
PHI and PCI/DSS data is actively flowing to 14 unsanctioned AI services and multiple shadow cloud platforms with no governance controls, no audit trail, and no deletion rights — 
constituting a notifiable breach condition under the Privacy Act 1988 and NDB Scheme.

Top Risk Findings

CRITICAL PHI and PII detected in Shadow Cloud services including Adobe Experience 
Cloud and Kiteworks →  direct Privacy Act & APRA CPS 234 exposure

CRITICAL 14 unsanctioned AI services processing sensitive member data with zero 
governance controls or data residency visibility

HIGH Over 150 GB of sensitive data concentrated in 4 user accounts → elevated 
insider risk and access sprawl requiring immediate review

HIGH PCI/DSS and credential data identified in outbound flows to non-approved 
shadow platforms

CISO Priority Actions

1 Enforce controls immediately on 14 shadow AI platforms and shadow cloud services 
transmitting regulated data via Skyhigh Web DLP & Application Control

2 Conduct access review for the 4 high-volume user accounts → validate business 
justification, data ownership, and least-privilege status

3 Enable CASB inline controls for sanctioned M365 apps holding the highest sensitive 
data volumes

4 Expand DSPM capacity to 300 TB to gain full-estate visibility →  90% of your data is 
currently unmonitored

Three Critical Areas Requiring Board Attention: Material Business Exposure Audit & Board Defensibility Prioritised Remediation Slides 3–7 address each area in detail



Regulated Data Exposure: What Skyhigh Found in Your Environment

DATA TYPES IDENTIFIED

CRITICAL PHI — Patient Health Information

Australian Unity PHI identifiers found in M365 and shadow cloud. Exposure to unapproved 
platforms triggers notifiable breach obligations under the NDB Scheme.

Privacy Act · NDB Scheme

CRITICAL PII — Personally Identifiable Information

Customer and member PII in email, documents and shared drives. APRA CPS 234 mandates 
active governance over member data — exposure constitutes a compliance gap.

APRA CPS 234

HIGH PCI/DSS — Payment Card Data

Payment card data in shadow cloud outbound flows. PCI DSS v4.0 mandates strict cardholder 
data controls → transmission to unapproved services is a direct violation.

PCI DSS v4.0

HIGH Credentials & AWS Keys

Authentication credentials and AWS access keys detected flowing to shadow AI services 
including ChatGPT → creating account takeover and lateral movement risk.

APRA CPS 234

SKYHIGH DSPM — LIVE FROM YOUR ENVIRONMENT

What this screenshot shows:

Credentials flowing to Adobe Experience Cloud (3.7 GB) — highest risk classification

Australian PII detected in Adobe Document Cloud and Snap

PCI/DSS data identified in Netflix, LinkedIn, Taboola and Adobe

PHI present in Adobe Experience Cloud with HIGH object risk rating



Shadow AI Risk: 14 Unsanctioned Services Processing Sensitive Data

CRITICAL — AI exposure is fundamentally different from traditional shadow IT: data submitted to AI models may be used for model training, making exposure potentially permanent and irreversible. No deletion 
rights. No audit trail. No data residency assurance.

14 UNSANCTIONED AI SERVICES — SKYHIGH DSPM LIVE VIEW

SENSITIVE DATA CLASSIFICATIONS IN AI SERVICES

WHY THIS MATTERS

14 Unsanctioned AI services discovered, with 640 users sending 
data to ChatGPT alone and PHI found in ChatGPT, DeepAI and 
Gamma

AWS Keys in ChatGPT & Grammarly

78.5 MB of AWS credential data submitted to AI tools → a direct account compromise pathway if 
exploited

PHI in ChatGPT, DeepAI, Gamma

Patient health identifiers sent to third-party AI models. Under the NDB Scheme, this constitutes a 
probable notifiable breach

Australian PII in 4+ AI services

41.2 MB of member PII flowing to OpenAI, Black Crow AI and others with no data residency or 
deletion controls

Credit Card Data in Grammarly

Mastercard and Amex card numbers detected in Grammarly → a PCI DSS scope expansion risk 
requiring immediate isolation



Insider Risk: 150+ GB Concentrated in 4 User Accounts

150+ GB
Concentrated in just 4 user accounts — SharePoint & Exchange Online

Key Security Observations

Tech Service Desk: 42.9 GB

Single shared mailbox responsible for the highest data volume in the entire estate — a 
high-blast-radius target if credentials are compromised

Donia Malekian: ChatGPT, GitHub, LinkedIn

Individual user sending data across OpenAI-ChatGPT, GitHub-Copilot and LinkedIn simultaneously. 
This has highest external AI exposure of any individual

Bex Boyd: Adobe Experience Cloud

Data flowing to Adobe Experience Cloud — confirmed shadow cloud transfer of sensitive member 
data without policy enforcement

Shared mailboxes as silent risk vectors

HCSInvoices, MicrosoftExcha, Enquiries, AccountsPayabl accounts generating 20+ GB each with 
minimal human oversight

SKYHIGH DSPM — USER RISK TABLE (LIVE DATA)

Recommended Actions

Immediate access review for Tech Service Desk, Bex Boyd, HCSInvoices & Donia Malekian

Apply data minimisation and retention policies to all shared mailboxes and system accounts

Enable Skyhigh DSPM User Risk dashboards for continuous behavioural monitoring



Prioritised DLP Policy Recommendations & Capacity Roadmap

DSPM COVERAGE GAP

300 TB  —  Full Data Estate

10% 90%  UNMONITORED

30 TB — currently monitored

270 TB — no DSPM coverage, risks unknown

TO CLOSE THE GAP

270 TB
additional DSPM capacity to reach 300 TB and achieve 100% 
continuous coverage of the Australian Unity data estate.

Skyhigh DSPM + Advanced DLP + CASB + SWG operate as a single intelligence 
loop — DSPM findings automatically feed DLP policies; DLP violations enrich 
DSPM risk scores.

PRIORITISED ACTIONS
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Shadow AI & Cloud : Active Breach Condition

Privacy Act 1988 · NDB Scheme · PCI DSS v4.0

→ Create Web DLP rule: Block upload of data matching PHI, PII and PCI-DSS classifiers to all 14 
unsanctioned AI services (ChatGPT, DeepAI, Gamma, Grammarly et al). Add credential classifier 
to block AWS key uploads. Use App Control to enforce “AI Approved” category; all others set to 
Monitor→Block within 7 days.  
Document all policy rules with owner, rationale and review date for audit trail. Establish 
approved AI service registry and publish to board as part of AI governance posture.

Web DLP (Secure 
Browser Control rules)

+
App Control

+
CASB
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Insider Risk : 150+ GB in 4 Accounts

APRA CPS 234 · Privacy Act 1988

→ Create M365 Exchange DLP policy: Alert on emails from Tech Service Desk, HCSInvoices and 
MicrosoftExchange containing PHI or PII sent to external domains. 
Create SharePoint DLP policy: Block external sharing of files matching PHI, PII or PCI classifiers 
from accounts of Bex Boyd and Donia Malekian. Set 90-day data retention cap on all shared 
mailboxes.

DSPM User Risk
+

DLP for M365
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Full Coverage : Expand from 30 TB to 300 TB

APRA CPS 234 · ISO 27001

→ Define enterprise-wide data classification taxonomy (PHI, PII, PCI, Credentials, IP). Map each 
class to a Skyhigh DLP policy rule with severity, response action (Monitor/Warn/Block) and 
owner. Enable CASB API integrations for SharePoint, OneDrive and Exchange to enforce 
policies on data at rest. Procure 270 TB additional DSPM capacity for continuous full-estate 
coverage — eliminating the 90% blind spot that cannot be addressed by any DLP policy 
alone.

DSPM Full Coverage
+

Policy Engine



DSPM Discovery Value: From 3 DLP Classifications to 52

Before Skyhigh DSPM, Australian Unity’s DLP monitored incident-based data loss only. DSPM reveals the full picture — data at rest, in motion, and at risk across 52 classifications.

BEFORE: DLP Incidents Only

3 active classifications

PCI-DSS card data exfiltration incidents — the only 
lens available

What was visible:

• PCI-DSS card numbers in outbound traffic

• Triggered only on active policy violations

• No visibility to data at rest

• PHI, PII, credentials — undetected

• Shadow AI and cloud services invisible

Result: Known risks managed. Unknown risks 
accumulating silently.

→
SKYHIGH

DSPM

AFTER: Skyhigh DSPM Auto-Discovery

52  classifications discovered — even those not in active DLP policies

What DSPM revealed that DLP could not:

• PHI in email, SharePoint and Shadow Cloud — not covered by any DLP policy

• AWS access keys flowing to ChatGPT and Grammarly — a direct account compromise 
pathway

• Australian PII in Adobe Document Cloud, Snap and 4+ AI services — never monitored

• Credit card data in Grammarly — PCI DSS scope expansion risk entirely absent from DLP 
controls

• 90% of the data estate (270 TB) with unknown risk status — hidden risks accumulating now

The DSPM value is not replacing DLP — it is making your DLP smarter.

DSPM findings automatically enrich DLP policy recommendations. Full continuous scanning 
closes the 90% blind spot DLP alone can never reach.



Data Never Stops Moving.
Neither Should Your Protection.
Skyhigh is your continuous intelligence partner — not a one-time scanner. Every finding in this report will re-emerge unless you have always-on coverage across 100% of your 
estate.

01
Immediate — Week 1

Activate Controls

Block 14 shadow AI + cloud platforms via Web DLP 

Apply App Control: Adobe, Kiteworks, LinkedIn

Flag top 4 accounts for urgent access review

02
30 Days

Remediation & Taxonomy

Skyhigh-led 30/60/90-day remediation workshop

Enterprise-wide sensitive data taxonomy across DSPM 
+ DLP + CASB

Enable CASB API integrations for sanctioned M365 
apps

03
60–90 Days

Expand to 300 TB Coverage

Procure 270 TB DSPM capacity — close the 90% blind 
spot

Always-on continuous posture monitoring

Full Skyhigh platform: DSPM → DLP → CASB 
intelligence loop
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