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The enterprise data security landscape is undergoing significant trans-
formation. Previously, there was a clear division of responsibility:
infrastructure teams managed where data lived, compliance teams gov-
erned what it contained, and security teams built controls around its
perimeter. Today, two forces arriving simultaneously rendered that model
inadequate: the explosion of artificial intelligence across every business
function and the collapse of the data perimeter that once made systematic
governance tractable.

As organizations matured in their adoption of cloud infrastructure, the
conversation shifted from the security of the network edge to the security of
the data itself. Data Security Posture Management (DSPM) emerged as the
answer to a specific problem: in environments too large and too distributed
for manual audit processes, enterprises needed platforms capable of discov-
ering sensitive data continuously, classifying it accurately, and surfacing
the misconfiguration and access risks that human review could no longer
find at scale. DSPM provided that visibility, and for a time, it was sufficient.

The rapid and broad deployment of AI across the enterprise fundamen-
tally changed what sufficient means. Artificial intelligence does not simply
consume existing sensitive data in new ways; it generates entirely new
categories of sensitive data at machine speed, moves that data through

SEMA

pipelines that cross jurisdictional and organizational boundaries, and
introduces non-human actors whose access behaviors fall entirely outside
the governance models DSPM was designed to enforce. The discipline built
to govern a relatively stable data estate is now being asked to govern one
that is dynamic, distributed, and expanding faster than rule-based pro-
cesses can track.

The emergence of autonomous Al agents is accelerating this challenge fur-
ther. As organizations move from human-directed Al tools toward systems
capable of independent action - retrieving documents, executing work-
flows, and interacting with sensitive data without direct human oversight

- the governance gap between what DSPM was built for and what enterprise
environments now require grows wider with every new deployment.

For this research project, Enterprise Management Associates (EMA) sur-
veyed 225 IT professionals, security practitioners, data governance leaders,
and technology business leaders across North American enterprises to
understand their current approaches to data security posture management,
the pressures reshaping the category, and the capabilities their organi-
zations require as artificial intelligence fundamentally alters the data
security landscape.

Introduction .2
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Data security posture management (DSPM) is a discipline and category
of security tooling focused on discovering, classifying, and governing
sensitive data wherever it resides across an organization’s environment.
Where traditional data security approaches focused primarily on protect-
ing data at the perimeter — controlling what leaves the network - DSPM
takes an inside-out approach, beginning with foundational questions:
where does sensitive data exist, who has access to it, and is that access
consistent with policy?

In practice, DSPM platforms discover sensitive data across cloud environ-
ments, on-premises stores, and hybrid infrastructure, classify it according
to its sensitivity, regulatory status, and business context, assess the secu-
rity posture of how that data is stored and accessed, and surface the
misconfigurations, excessive permissions, and policy gaps that represent
the greatest risk. The core value proposition is visibility and governance at
scale - the ability to maintain an accurate, continuously updated picture
of a data estate that is too large and too dynamic for manual processes to
govern effectively.

SEMA

The emergence and rapid enterprise adoption of artificial intelligence

is introducing a set of forces that challenge each of those foundational
assumptions simultaneously. AI changes what data is being created, gener-
ating entirely new categories such as prompts, model completions, vector
embeddings, and agent interaction logs that existing classification frame-
works were not designed to address. It changes who and what is accessing
sensitive data, introducing non-human identities, including Al agents, auto-
mated pipelines, and service accounts that operate outside the behavioral
visibility of traditional access governance. It changes where data travels
through training pipelines, inference environments, and multi-cloud com-
pute clusters that move across jurisdictional and organizational boundaries
in ways legacy infrastructure was not built to track. It changes the regula-
tory landscape with Al-specific compliance frameworks arriving on top of an
already complex and demanding portfolio of data governance requirements.

Together, these forces do not simply extend the scope of an existing cate-
gory. They are redefining what data security posture management must do
and what it must govern to remain a meaningful component of the modern
enterprise security program.

What is Data Security Posture Management (DSPM)? . 4
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64.4%

9/.8%

40.9%

37.3%

30.2%

Al Overtakes Exfiltration as Top Purchase Driver:
Securing Al data flows ranked first among DSPM purchase
drivers at 64.4%, surpassing exfiltration prevention (56%) -
the first time an Al-specific outcome has led the category

Al Data Visibility Is the Top Capability Priority: Al-specific
data visibility — covering training datasets, model inputs, and
outputs - is rated the most important DSPM capability by
57.8%, ahead of all traditional DSPM functions

Al Training Workflows are the Leading Source of Shadow
Data: Data science teams moving data for Al training are the
leading cause of sensitive data in unmanaged locations at
40.9%, ahead of developer testing environments and backup
misconfigurations

Al Governance Frameworks Lag Deployment: Only 37.3%
of organizations have a fully implemented Al governance
framework; 56.4% are only partially implemented, meaning
most are deploying Al workloads against incomplete
governance foundations

No Clear Accountability for Al Data Risk: Al governance
responsibility is fragmented across IT (30.2%), security
(29.8%), CDO (20%), and committees (18.7%), with no single
function holding majority accountability for Al data incidents

76.4%

97.8%

98.2%

25.8%

49.8%

SEMA

Prompt Injection — High Concern, Low Deployed
Mitigation: Prompt injection concern reaches 76.4%, but
specifically deployed mitigation solutions remain substantially
lower - a significant market gap reflecting both the novelty of
the threat and limited available tooling

Al Regulations Now the Top Compliance Driver: Emerging
Al-specific regulations are cited by 57.8% as a governance
driver - the highest of any framework, surpassing GDPR
(43.6%), PCI-DSS (44%), HIPAA (43.1%), and CCPA (44.4%)

Encryption Key Ownership is the Top Sovereignty
Constraint: Encryption key ownership and localized
control are the leading sovereignty constraints at 58.2%
above data residency (55.1%), indicating organizations treat
cryptographic control and physical location as distinct
requirements

Sovereignty Ranks Last in DSPM Capability Priorities:
Regional sovereignty and residency controls rank as the
lowest-prioritized DSPM capability at 25.8% — 32 percentage
points below Al-specific data visibility - revealing a criticall
conceptual gap in procurement

In-Region Scanning Is a Structural, Non-Negotiable
Requirement: 49.8% require fully in-region scanning; 30.2%
require raw data stays in region while metadata may leave.
Only 2.7% accept sovereignty managed through manual
tagging alone

Key Findings .6
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45.3%

40.9%

46.7%

Multi-Cloud Creates Compounding Sovereignty Complexity:
45.3% cite consistent security policies across all cloud
environments as their leading multi-cloud concern because
each provider implements residency controls and key
management differently, creating cross-provider posture gaps

Al Training Workflows Create Unintended Sovereignty
Violations: Al training data movement is the leading source of
shadow data (40.9%), creating sovereignty violations through
legitimate operational workflows that were never evaluated
against regional data residency constraints

Real-Time Residency Enforcement is Required — Auditing
Alone is Not Enough: Real-time enforcement of data
residency rules is required by 46.7% of respondents,
confirming that after-the-fact auditing is insufficient and
governance must operate at the point of data movement
— which, for HTTP-based object storage, means inline
delivery infrastructure sitting in front of the store, capable
of jurisdiction-aware routing and access decisions as data
moves between storage and Al compute, since a posture-
scanning architecture can only observe a violation while an
inline control point can prevent it.

89.7%

37.3%

32%

47.1%

SEMA

85.7% Expect Meaningful Workload Reduction From
Automation: 85.7% of organizations expect meaningful
workload reduction from automated remediation - 33%
projecting reductions exceeding 50% and 52.4% expecting
moderate reductions of 20-50%

DSPM Preferred as Intelligence Provider, Not Enforcement
Engine: 37.3% want DSPM to deliver metadata to downstream
platforms for policy decisioning; 36% want real-time

firewall context. Only 8% want DSPM acting as the central
enforcement point

Implementation Risk — Security Operations Absorbs
Responsibility: 32% of organizations report DSPM
implementation shifts data security responsibility entirely to
security operations, creating friction when SecOps applies
remediation to data it doesn’t own or fully understand

Market Evenly Split on DSPM and DLP Future: 47.1% view
DSPM as the natural evolution of traditional DLP; 44.4% see
them as complementary. Both positions describe the same
convergence: classification intelligence enabling more
accurate in-motion enforcement

Key Findings .7
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Respondents were asked to explain in as much detail as possible your organization’s approach to data security.
Below are some curated responses to this question.

Defense-in-depth with a cloud-native focus. We're evaluating
Al-driven anomaly detection and have implemented controls
to prevent data leakage into unauthorized generative Al tools.

We follow a layered data security approach... we are also using an
Al-driven DSPM platform to improve visibility and automated risk
recommendation across cloud and on-premises environments.

We use DSPM to find and classify data, enforce zero trust access
and protect data with encryption and DLP.

Regulations have already made most of the data security archi-
tecture decisions for us. Most of these considerations used to
sit with legal, but is now a key factor in pretty much every secu-
rity conversation we have.

We use a layered, Al-driven approach combining DSPM, SIEM,
IAM, and cloud-native security tools to protect data.

Our organization enforces strict access controls, continuous
monitoring, and regular audits to protect data. We use endpoint
security, firewalls, and are evaluating DSPM and Al-driven threat
detection tools.

Voices of the Survey
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Data security posture management was built for a specific data environ-
ment. When the category emerged, the problem it addressed was bounded
and familiar: discover sensitive data in structured stores, classify it, govern
access, and produce the compliance documentation security and audit
functions required. The underlying assumption was that data was largely
static between transactions - residing in known locations, accessed by
identifiable users, and governed through established policy frameworks.
That assumption no longer holds. The deployment of artificial intelligence
across the enterprise changed the fundamental nature of enterprise data

- who generates it, how quickly it accumulates, where it travels, and what
governing it requires. This transformation is not a future trajectory to plan.
The survey data from this research establishes it as the present operating
reality, visible across multiple independent findings that together define a
category in active transition.

The most direct evidence of this shift is in what organizations say they are
buying DSPM to accomplish. When asked which outcomes matter most
when evaluating a data protection solution, securing AI data flows — includ-
ing prompts and training datasets — was selected by 64.4% of respondents,
placing it first among all measured outcomes. This surpasses preventing
sensitive data exfiltration at 56%, which was historically the central DSPM
value proposition. For the first time in research covering this category, an
Al-specific outcome displaced exfiltration prevention as the market’s pri-
mary purchasing motivation.

The same appears in capability priorities. Al-specific data visibility — cov-
ering training datasets, model inputs, and outputs - is rated the most
important DSPM capability by 57.8% of respondents, ranking above auto-
mated classification (52.9%), data lineage tracking (48.9%), and sensitive
data discovery at rest (47.1%). These represent the foundational architecture
of traditional DSPM. The market has not abandoned them, but it has placed
Al data governance explicitly ahead of all of them.

Which outcomes matter most when evaluating a data protection solution?

Preventing sensitive data exfiltration @Ko}

Securing Al data flows (prompts/training) @ZX.32

Improving compliance audit readiness @.LK:3A4

Reducing operational risk/blast radius @R

Automating remediation of data risks @I Nz

Reducing cloud/storage costs through data minimization @zX.¥A4
Mapping complex data lineage @:MpA

Consolidating legacy security vendors @jK34

Accelerating new Al business initiatives @ &X:323

Which capabilities would you prioritize in a DSPM solution?
Discovery of sensitive data at rest @yALA
Al-specific data visibility (training data, etc.) @FX:3A

Real-time shadow IT data discovery @V K:123

Data lineage and movement tracking @.F-%:}3

Highly accurate automated classification
and/ortagging \Gade

Data governance and access control decisioning

for information that leaves the perimeter QAT

Automated remediation of misconfigurations @FV.K:]

13

Regional sovereignty and residency controls @X:¥:1
Compliance reporting and audit automation @EK:FA

Monitoring of non-human identity access to data @F-EXFA

The Al-Driven Transformation of DSPM .11
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When organizations were asked how important it is for DSPM platforms to
provide insight into how others or other processes are using Al Data, includ-
ing prompt histories and model retention behaviors, it showed the depth of
this consensus. Ninety-six percent rated this as either critical or important,
with 49.3% selecting critical — the strongest available preference. No other
single DSPM capability in the research achieved this level of agreement
across the respondent population.

AT and ML workloads are already the leading cause of storage performance
degradation, cited by 37.3% of respondents — above all other factors, includ-
ing client count growth and operational complexity. More specifically, data
science teams moving data for Al training have become the leading cause
of sensitive data appearing in unmanaged locations at 40.9%, overtaking

PEMA

developer testing environments (25.8%) and misconfigured backup pro-
cesses (16%). Al workloads are now the primary driver of shadow data
creation in most enterprise environments — not a contributing factor, but
the leading one.

Despite the clarity of this market signal, organizational readiness to govern
Al-generated data lags significantly behind the pace of deployment. Only
37.3% of organizations report having a fully implemented Al governance
framework. The majority (56.4%) describe their framework as only partially
implemented, and 5.8% are still in development. Most organizations are
deploying Al workloads against an incomplete governance foundation, gen-
erating data that is classified, traced, and enforced against only partially, or
not at all.

What is the most common reason for sensitive
data appearing in unmanaged locations?

Developers copying dgta 25.8%
for testing
46.7% Data science teams moving e
data for Al training =
Misconfigur k r
gur ed .bac UpOr SR
replication scripts
Accidental employee error
during file transfer ot

Unknown/Not applicable | 0.9%

How important is it for DSPM to provide insight
into Al data usage (prompts/retention)?

Does your organization have a formal Al
governance framework in place?

Critical (must have) | 49.3% Yes, fully implemented ( =y/=i

Partially implemented =15 -V4

In development . 5.8%

Important
(strong preference)

Nice to have 3.6%

Not important | 0.4% No plans forone | 0.4%

The Al-Driven Transformation of DSPM .12
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The ownership of Al governance compounds this gap. Responsibility is dis-
tributed across IT infrastructure teams (30.2%), security and CISO offices
(29.8%), the CDO function (20%), and shared responsibility committees
(18.7%), with no single function holding majority accountability. When an
Al system generates a sensitive output, moves training data across a store
boundary, or exposes prompt histories through an unsecured API, there

is no clearly accountable team to detect it, classify it, or remediate it. The
absence of a defined owner is not an organizational oversight; it reflects the
genuinely cross-functional nature of Al data risk, which sits at the intersec-
tion of infrastructure, security, compliance, and business operations.

The implication for technology selection is direct: this governance gap
cannot be addressed by extending existing cloud security tools or applying
generic data classification frameworks to new data categories. Al-generated
data - prompts, completions, vector embeddings, model retention arti-
facts, and agentic workflow outputs - requires classification intelligence
built specifically to understand the contextual relationships and sensitiv-
ity characteristics unique to these types. Tools architected for structured
financial records or personal data fields do not have native visibility into
these categories, and the risk they create remains invisible to platforms
not designed to surface it. Organizations evaluating their AI governance
readiness should assess their DSPM investments specifically against this
capability requirement, treating Al data type coverage as a first-tier selec-
tion criterion.

The technical requirements data shows why traditional classification
cannot close this gap. 43.6% prioritize custom machine-learning-based
classifiers over prebuilt regulatory templates (18.2%) — but this isn’t a rejec-
tion of deterministic matching. The highest tier of data discovery marries
ML context-awareness with Exact Data Matching (EDM), since each covers a
failure mode the other cannot.

Al-generated data — prompts, completions, embeddings — requires ML
to understand contextual relationships between an output and its source
sensitivity. But inference alone introduces probabilistic uncertainty unac-
ceptable when a specific value must be confirmed with certainty, such as

SEMA

an account number in an agent’s reasoning trace. EDM closes that gap with
mathematical precision rather than inference.

This dual-engine approach secures complex Al completions with zero-
trust accuracy: ML catches novel patterns, EDM confirms specific protected
values. Rule-based systems weren’t built for this complexity, and ML alone
leaves organizations exposed to false negatives at scale.

What is your organization’s preferred approach to implementing
and consuming an SD-WAN or SASE solution?

Managed service @I:K34

Do-it-yourself implementation ' 4.9%

Co-managed/shared responsibility @&}

Network as a service @XFIA

Which of the following best describes your organization’s preferred
approach to achieving a SASE architecture that integrates
SD-WAN and cloud-based security (e.g., security service edge)?

Single-vendor SASE platform | 38.9%

Multi-vendor platform (SD-WAN plus

. 61.1%
one or more security vendors)

The Al-Driven Transformation of DSPM .13
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One dimension of the Al data security challenge where the gap between
concern and deployed capability is particularly pronounced is prompt
injection — attacks that manipulate Al system behavior by embedding mali-
cious instructions within model inputs. Concern about prompt injection
attacks is cited by 76.5% of respondents, placing it among the highest Al
risk concerns in the research. Yet, the rate of specifically deployed solutions
designed to detect and mitigate injection attacks targeting production Al
systems remains substantially lower than that concern level. This asym-
metry — high recognized risk, limited deployed mitigation - is a consistent
pattern across Al security categories and reflects both the novelty of the
threat vector and the absence, until recently, of purpose-built solutions
positioned to address it. For security leaders evaluating DSPM platforms in
2026, a prompt injections feature as part of an Al security solution should
be treated as an immediate selection criterion, not a capability to revisit
after initial deployment.

The regulatory environment reinforces the urgency of closing this capa-
bility gap before Al deployments scale further. Emerging Al-specific
regulations are cited by 57.8% of respondents as a driver for stronger data
governance — the highest figure of any framework in the research, above
GDPR (43.6%), HIPAA (43.1%), PCI-DSS (44%), and CCPA (44.4%). Many of
these regulations require documentation of training data provenance and
Al system input and output logging that cannot be reconstructed retroac-
tively. Organizations evaluating DSPM investments in 2026 should treat Al
data visibility, training dataset governance, and prompt lineage tracking
as core selection criteria — not advanced features to assess in a second eval-
uation phase. For those operating under GDPR, the EU AI Act, or national
Al regulatory frameworks, these requirements carry enforcement weight.
Al-specific security capabilities — including specialized posture discov-
ery, prompt lineage documentation, and injection attack mitigation — have
moved from discretionary enhancements to compliance-required elements
of a mature data security program.

SEMA

How concerned are you about prompt injection
attacks targeting your Al systems?

Very concerned = 34.7%

Somewhat concerned = 41.8%
Slightly concerned = 18.7%
Not concerned = 4.9%

Which regulations are driving your need for stronger data governance?

GDPR (EU)
CCPA/CPRA (California)
HIPAA (Health Care)

PCI-DSS (Financial)

DORA (EU Digital Operational
Resilience Act)

DPDPA (India)

SOX (Sarbanes-Oxley)

NYDFS Part 500

Emerging Al-Specific Regulations

Other

43.6%

44.4%

43.1%

44.0%

31.6%

12.4%

26.7%

21.8%

57.8%

o
’Y
2

The Al-Driven Transformation of DSPM . 14
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One of the most structurally revealing findings in this research is a gap that
exists not between what organizations want and what vendors offer, but
between how seriously organizations treat sovereignty at the operational
level and how rarely they have connected DSPM to sovereignty enforce-
ment. Data sovereignty — the set of requirements governing where data
physically resides, who controls the encryption infrastructure protecting
it, how its movement across jurisdictions is governed, and how compliance
with residency obligations can be demonstrated — registers as a top-tier
operational concern in storage and infrastructure data while appearing at
the bottom of the DSPM capability priority list. This is the sovereignty gap
the market has not yet solved.

When asked which constraints most influence their storage architecture
decisions, 58.2% of respondents identify encryption key ownership and
localized control as their top concern - the single highest-rated constraint
in the research. Data residency, the requirement that data be physically
stored within a defined jurisdiction, follows at 55.1%. Auditability and
regional compliance reporting rank third at 48.4%, sovereignty-related
metadata tagging at 43.6%, cross-border data transfer limitations at 41.3%,
and jurisdiction-based access restrictions at 31.1%. These organizations are
making active infrastructure decisions - cloud region selection, key man-
agement architecture, replication policy configuration - based directly on
sovereignty requirements.

The encryption key ownership finding deserves particular attention.
Storing data in a compliant geographic location while having the keys that
protect it managed by an entity in a different jurisdiction may not sat-

isfy the sovereignty requirements of GDPR, the EU AI Act, or national data
localization frameworks. Physical location and cryptographic control are
distinct sovereignty dimensions and organizations recognize this distinc-
tion. A sovereignty program that addresses only data residency without
addressing key ownership is incomplete by the standards that 58.2% of the
market is already applying.

SEMA

Which digital sovereignty constraints most
influence your storage architecture?

Data residency (physical storage location) @ERFA
Jurisdiction-based access restrictions @&i1KFA

Encryption key ownership and localized control @:¥+24

Auditability and regional compliance reporting @CE:R:¥3

Data sovereignty-related metadata tagging @C5N32

Local support and opgrational 26.2%
residency requirements

Vendor neutrality to avoid regional lock-in @& &FA

Cross-border data transfer limitations @ 1%

Data Sovereignty - The Emerging Need Gap .16
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Against this operational intensity, the DSPM Which capabilities would you prioritize in a DSPM solution?
capability priority data reveals a stark dis-

connect. Regional sovereignty and residency Discovery of sensitive data at rest [ 47.1%

controls rank as the lowest-prioritized DSPM

capability in the research at 25.8% - thirty-two Al-specific data visibility (training data, etc.) | 57.8%

percentage points below Al-specific data visi-
bility (57.8%) and below every other capability
in the survey. This does not indicate that orga-
nizations care less about sovereignty than the
infrastructure data suggests. It indicates that Data lineage and movement tracking { 48.9%
most organizations have not yet formed a clear
conceptual connection between DSPM tools and
sovereignty enforcement. Sovereignty is cur-
rently managed through infrastructure controls,
legal frameworks, and manual operational pro-
cesses, not through integrated DSPM capabilities.

Real-time shadow IT data discovery | 44.9%

Highly accurate automated classification and/or tagging | 52.9%

Data governance and access control decisioning

. . ) 46.7%
for information that leaves the perimeter :

. L ) Automated remediation of misconfigurations | 44.9%
This conceptual separation is the primary

reason sovereignty is underrepresented in DSPM

purchase criteria, and it is a gap that will not Regional sovereignty and residency controls | 25.8%
scale as data environments grow more complex
and Al workloads proliferate across regional
boundaries. As organizations close this concep-
tual gap and begin evaluating DSPM through a
sovereignty lens, the scanning architecture of
the platform will emerge as a primary selection
criterion: not a technical specification to review
in a final procurement phase, but a compliance
requirement to validate before any other capa-
bility assessment begins.

Compliance reporting and audit automation | 45.8%

Monitoring of non-human identity access to data | 43.1%

Data Sovereignty - The Emerging Need Gap .17
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The vendor requirements data provides the clearest evidence of what sover-
eignty-capable DSPM must deliver operationally. When asked how vendors
should support data sovereignty, 49.8% of respondents require that all scan-
ning be performed locally within the relevant region — not as a preference,
but as a structural requirement. An additional 30.2% require that metadata
may leave the region, but raw data must remain in place. Only 2.7% accept
sovereignty managed through manual tagging alone. DSPM platforms that
operate through centralized hybrid-based scanning engines, moving data to
a central analysis environment for classification, are architecturally incom-
patible with the requirements of nearly half the enterprise market. For these
organizations, the scanning architecture is a regulatory boundary.

This requirement places specific and non-negotiable architectural con-
straints on DSPM vendors. Platforms that perform classification through
centralized analysis pipelines — regardless of how their sovereignty capabil-
ities are described in marketing materials — are structurally incompatible
with the requirements of the nearly 80% of organizations that either pro-
hibit raw data from leaving the region entirely or require fully in-region
scanning operations. Satisfying these requirements demands that vendors
maintain regional infrastructure capable of executing classification locally,
hold the compliance certifications required by the data protection frame-
works in force in each region they serve, and ensure that neither raw data
nor sensitive metadata traverses geopolitical boundaries during processing
without explicit organizational authorization and documented legal basis.
These are architectural requirements that must be verified through techni-
cal validation during the procurement process — not accepted on the basis
of general compliance claims or certifications that address data storage
without addressing scanning and processing operations.

SEMA

How should a vendor support data sovereignty requirements?

All scans performed locally in-region VLKA

Metadata leaves region; raw data stays E&{e}ri3

Regional points of presence for processing @84

Sovereignty handled via manual tagging . 2.7%

Data Sovereignty — The Emerging Need Gap .18
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The multi-cloud environment that characterizes most enterprise data How has hybrid or multi-cloud adoption changed
estates makes sovereignty governance significantly more demanding. As your S3 front door requirements?
organizations standardize on S3-compatible object storage for Al training Need for a unified global endpoint across all

and RAG workloads, many are deploying a unified delivery layer — an “S3 environments

front door” — in front of distributed object stores to provide a consistent Requirement for consistent security policies

global endpoint, uniform security policy, and traffic management across across all clouds

clouds and on-prem environments. When asked how hybrid and multi- Need for traffic steering based on cost or latency

cloud adoption changed their storage requirements, 45.3% of respondents
cite the need for consistent security policies across all cloud environments
as their leading concern, and 28% cite the need for a unified global end-
point — both describing requirements of that front-door layer. Each major
cloud provider implements data residency controls, encryption key man-
agement, and cross-region access restrictions differently. Organizations

Requirement for predictable performance
during cloud bursting

No material change in requirements 2.7%

What is the most common reason for sensitive data

operating across two or more providers must maintain equivalent sov- appearing in unmanaged locations?

ereignty postures across architectures that do not natively align, using

provider-native controls that produce consistent posture within a single Developers copying data for testing

platform but not across the full estate. DSPM that can abstract these dif- Data science teams moving data for Al training
ferences — applying consistent classification, policy, and compliance Misconfigured backup or replication scripts

reporting across heterogeneous cloud environments — closes a gap that Accidental employee error during file transfer (ETNER

provider-native tools structurally cannot. Unknown/Not applicable § 0.9%

The intersection of sovereignty requirements with AI workloads represents
an emerging risk that the research captures through its shadow data find-

ing. Data science teams moving data for Al training are the leading cause of Which use cases require real-time (inline) enforcement rather than just auditing?

sensitive data in unmanaged locations at 40.9%. The sovereignty implica- Preventing unauthorized data exfiltration  56.0%
tion is direct: when a data science team extracts records from a regionally ' N o N
restricted store for Al training and processes that data in a compute envi- Blocking access to sensitive data for unauthorized identities  49.8%
ronment in a different jurisdiction, the organization may have violated data Stopping malicious/harmful prompts from reaching Al models  52.4%
residency requirements through a legitimate operational workflow that was d | decisioning f

. . . o Data governance and access control decisioning for = 49 39
never evaluated against sovereignty constraints. Real-time enforcement information that leaves the perimeter
of data residency rules is identified as a requirement by 46.7% of respon- Enforcing strict data residency/sovereignty rules | 46.7%

dents — confirming that auditability alone is not sufficient. Organizations
need governance that prevents violations at the point of data movement,
and that requires sovereignty-aware classification in place before Al train- Monitoring and blocking anomalous download volumes | 52.4%
ing pipelines scale.

Preventing APl key/secret leakage into storage  60.4%

Real-time redaction or masking of PIl © 53.8%
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Enterprise demand for automated data security enforcement is broad, con-
sistent, and growing. When asked whether automated remediation could
reduce their manual security workload, 85.7% of respondents expect
meaningful reduction. The question is not whether organizations want auto-
mation - they clearly do — but how they want it designed, where they want

it applied, and what failure modes they are working to avoid. The nuance in
the research data on this topic is as important as the headline figure.

The automation demand disaggregates into two meaningfully differ-

ent positions. Thirty-three percent expect significant workload reduction
exceeding fifty percent — a population that has either implemented effec-
tive automated remediation or is confident in its potential. The larger
cohort, at 52.4%, expects moderate reduction in the twenty to fifty per-
cent range. This is not skepticism: only 1.3% explicitly distrust automated
remediation. It is a deliberate hedge that reflects either prior experience
with the operational failure modes of automated enforcement, or a consid-
ered preference for human oversight at key decision points, or both.

The ROI framing matters for how security leaders communicate automated
remediation investments to executive sponsors. An 85.7% expectation

of meaningful workload reduction is not simply a projection about secu-
rity improvement; it is a statement about operational efficiency with
direct financial consequences. Security analysts redirected away from
routine classification, alert triage, and manual policy enforcement can
be reallocated to higher-value activities: threat investigation, gover-
nance framework development, exception handling, and the cross-team
collaboration that effective data security programs require. For organiza-
tions in which security operations headcount is constrained, automated
remediation is not a quality-of-life improvement; it is the mechanism by
which existing teams extend their effective capacity. Executive sponsors
evaluating DSPM investments should be presented with this efficiency
dimension alongside the risk reduction case - the two together make a
materially stronger justification than either does in isolation.

SEMA

To what extent can automated remediation reduce
your manual security workload?

Significant reduction (>50%) = 33.3%
Moderate reduction (20-50%) 52.4%
Minimal reduction (<20%)  12.9%

We do not trust automated remediation = 1.3%
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The zero trust integration data provides the clearest articulation of how
organizations actually want automated enforcement to function. When
asked how DSPM should best integrate into a zero trust architecture, the
most common response (37.3%) was that DSPM should deliver metadata to
a downstream platform for policy decisioning. The second most common
(36%) was that DSPM should provide real-time context for firewall and
proxy policies. Only 8% of respondents want DSPM to act as the policy deci-
sion point for all data access.

This is a coherent and sophisticated market preference. Organizations want
DSPM to classify data, score risk, and surface enforcement signals, and they
want that intelligence to inform decisions made by their existing security
infrastructure rather than creating a new autonomous enforcement layer.
The preference reflects operational experience: concentrating enforcement
authority in a single system that lacks full business workflow context gen-
erates the specific failure modes that erode trust in automated controls and
lead business teams to find workarounds that undermine the security pro-
gram entirely.

SEMA

How should DSPM best integrate into a zero trust architecture?

Feeding data risk scores into the identity

provider (IdP) 14.2%

Prowdmg. real-time contex.t for 36.0%
firewall/proxy policies

Deliver data metadata to downstream data
security platform for policy decisioning ei&$4
inside/outside the domain

Acting as the policy decision point for all

O,
0%
data access 8.0%

Serving as the primary audit source for

. . 4.4%
data interactions °
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There is a specific organizational dynamic that is the primary source of
remediation friction in enterprise environments. When asked how DSPM
implementation affects the roles of security operations versus data gov-
ernance teams, 44.9% report that DSPM forces deeper collaboration on a
shared platform - a productive outcome. However, 32% report that DSPM
implementation shifts data security responsibility entirely toward security
operations teams. This 32% represents the friction population.

When security operations teams apply automated remediation to data they
do not own — a contract file that travels by email to a business partner each
quarter, a training dataset a data science team has prepared over months,

a customer record set an analytics team needs to close a time-sensitive
commitment — they are making enforcement decisions without the busi-
ness workflow context needed to distinguish a legitimate data movement
from a policy violation. The result is not only operational disruption. It is
the erosion of organizational trust in automated controls, because business
teams discover that critical workflows can be interrupted without warning
or recourse by security systems that do not understand the work they are
attempting to protect.

The research points toward a graduated remediation model as the approach
best aligned with both the security requirements and the operational
realities of enterprise environments. Rather than binary block-or-allow
enforcement, a graduated model calibrates response intensity to the risk
level of the detected event. Anomalous events surface as alerts to data
owners and security teams with no automated action, but with the con-
text needed for rapid human review. Confirmed higher-risk patterns trigger
temporary access restriction with expedited exception workflows for cases
in which business continuity requires fast resolution. Persistent data pro-
tection controls apply to confirmed sensitive data, protecting it in place
without blocking the workflows that depend on it.

SEMA

How does DSPM implementation affect the roles
of SecOps vs. data governance?

Forces deeper collaboration on a G

shared platform =0

Shifts data security entirely toward SecOps @&y}
Maintains existing siloes @FE:FA

Merges the teams into a single data
. . 10.2%
security office
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The graduated model is also better suited to the correlated risk intelligence
that effective DSPM generates. When a platform detects not an isolated mis-
configuration or a single over-permissioned identity, but the convergence
of multiple individually manageable conditions — sensitive data, over-
permissioned access rights, and a policy gap that together constitute an
outsized exposure — the risk level of that convergence exceeds the sum of
its parts.

The broader strategic context of the remediation discussion is shaped by

a market debate this research captures in near-even division. When asked
whether DSPM will eventually replace traditional data loss prevention,
47.1% believe it represents the natural evolution of the DLP category, while
an almost equal 44.4% believe the two approaches are complementary
rather than substitutive. This near-even split reflects a market at a genuine
inflection point. DLP and DSPM have historically addressed adjacent prob-
lems with different architectures: DLP focused on data in motion, enforced
at network and endpoint layers, while DSPM focused on data at rest, gov-
erned through agentless discovery and posture assessment.

The convergence pressure is real — the sensitive data that DSPM classifies
needs inline enforcement, and the DLP policies enforcing in-motion con-
trols need the classification context that DSPM provides. Organizations that
resolve this through integrated platforms, where classification intelligence
directly informs in-motion enforcement, will close the gap between current
posture and the enforcement capability the market is converging toward.

For organizations with established DLP programs, this framing matters
practically: DSPM does not render existing data protection investments
obsolete. It extends their value. The sensitivity intelligence that DSPM
builds - context about what data exists, where it resides, which identities
access it, and how it flows — is precisely the classification input that DLP
enforcement engines require to operate with accuracy and low disruption.
Organizations that integrate DSPM classification with existing DLP enforce-
ment infrastructure find their DLP programs becoming more precise and
less prone to false-positive interruption, not competing with a parallel
enforcement layer.

SEMA

Do you believe DSPM will eventually replace
traditional data loss prevention (DLP)?

Yes, itis the natural evolution | 47.1%
No, they are complementary | 44.4%
Yes, but only for cloud native data | 8.0%

Unknown/Not applicable | 0.4%
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The enterprise data security landscape is under pressure from multi-

ple directions, and the common thread running through each pressure
point is the same. Artificial intelligence arrived in the enterprise before
the governance infrastructure needed to manage it was fully built, and
the consequences of that sequencing are visible across every dimension of
this analysis.

The market is already clear about where data security priorities have
moved. Protecting AI data flows has overtaken exfiltration prevention as
the primary purchase outcome. Al-specific regulations have displaced
frameworks that defined the compliance agenda for nearly a decade. Non-
human identities - the agents, pipelines, and service accounts that now
constitute the majority of data access activity in most environments — have
become the highest-rated Al risk concern, yet remain among the least gov-
erned. The sovereignty requirements organizations treat as operational
imperatives at the infrastructure level have not yet been connected, in
most cases, to the DSPM programs responsible for enforcing data policy.
The demand for automated remediation, while broad and growing, reflects
anuanced expectation: organizations want protection that follows data
intelligently, not enforcement that disrupts the business workflows it is
intended to secure.

SEMA

Individually, each of these findings carries clear implications for how orga-
nizations should evaluate, deploy, and mature their data security posture
management programs. Collectively, they point to a more foundational
conclusion - one that extends beyond the boundaries of this research.

The deployment of agentic Al systems without an established DSPM pro-
gram in place is not a manageable risk. Autonomous agents retrieve,
process, generate, and act on sensitive data continuously and at machine
speed. Prompts, completions, retrieval logs, generated artifacts, and agent
memory stores begin accumulating from the moment a system goes live.
Without classification frameworks, lineage tracking, and policy enforce-
ment already operational, that data estate becomes ungovernable at the
pace it is created. The gap does not stabilize; it compounds with every agent
interaction, and retroactive governance cannot close what real-time gover-
nance failed to capture.

The organizations best positioned to benefit from agentic Al are those
that have already established the data security infrastructure to govern
what those systems will generate. DSPM is not a parallel workstream to Al
deployment. It is a prerequisite for deploying Al responsibly.

Conclusion .26
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The findings in this research paint a consistent and urgent picture: enter-
prise data security has entered a period of structural transformation, and
the tools, frameworks, and governance models that defined the previous
era are no longer adequate for the environment in which organizations are
operating today. Artificial intelligence has not simply created new data
types to protect; it has changed the fundamental logic of what data security
must accomplish, how it must be architected, and which capabilities must
be treated as non-negotiable.

Two patterns in the research deserve particular emphasis:

« The gap between recognized risk and deployed capability is wide and
widening. Organizations understand the threats — 96% prioritize Al data
insight, 76.4% are concerned about prompt injection, and 81.8% expect
specialized Al agent security to be a 2026 priority. Yet, governance
frameworks are only fully implemented in 37.3% of organizations and
purpose-built mitigation for the highest-concern categories remains
substantially under-deployed. Security programs built on awareness
without capability are not security programs; they are risk registers.

» The sovereignty finding reveals a structural blind spot. Organizations
are making consequential infrastructure decisions — cloud region selec-
tion, key management architecture, replication policy — based directly
on sovereignty constraints, while simultaneously ranking sovereignty
at the bottom of their DSPM capability priorities. This disconnect will
not hold as Al workloads push sensitive data across regional boundaries
at scale. The scanning architecture of the DSPM platform is a compli-
ance boundary, not a deployment preference, and the market has not
yet absorbed that reality.

Several recommendations stand out for those evaluating DSPM solutions in
the age of AL:

- Treat Al data type coverage as a first-tier selection criterion. Evaluate
DSPM platforms specifically against their ability to classify prompts,
completions, embeddings, model retention artifacts, and agentic work-
flow outputs. Generic classification frameworks are not sufficient for
these data types.

SEMA

« Close the prompt injection gap now, not in a future evaluation phase.
About 76% of organizations recognize the risk; the deployment rate of
purpose-built mitigation does not reflect that concern. Organizations
operating Al systems in production should treat injection defense as an
immediate operational requirement.

» Validate scanning architecture before evaluating any other DSPM capa-
bility. For organizations subject to GDPR, the EU AI Act, or national
data residency frameworks, the question of whether a platform per-
forms classification locally within the data’s jurisdictional boundary is
a compliance prerequisite, not a technical footnote. Evaluate it first.

» Assign a defined owner for AI data governance, not a committee.
Distributed responsibility across IT, security, CDO, and shared com-
mittees produces the outcome the research documents: no one is
accountable when an Al system generates a sensitive output, moves
restricted data, or exposes prompt histories through an unsecured end-
point. Accountability must be singular and explicit.

« Build the ROI case for automated remediation around operational effi-
ciency, not just risk reduction. Almost 86% of security leaders expect
meaningful workload reduction from remediation automation.
Executive sponsors respond to efficiency arguments. The combined
case - risk reduction plus analyst capacity recaptured - is materially
stronger than the security case alone.

Having your data security process implemented and refined is really the
only way possible to deal with the onslaught of Al-generated data. Those
organizations that deploy agentic solutions before understanding the risks
associated with the mountains of data created by Al through prompt cre-
ation, analysis, and revision will very likely not be able to recover in a
meaningful way.

EMA Perspective .28
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You indicated that your department is IT-related. Which of the following BEST describes your specific role?

1.5%

4.6%
8.2%
1.0%
0.5%

—+ 34.0%

0.5%
—0 1.0%
—o0 1.5%
| N 5 | i——— 5.2%
IFAREl— ...

— 0.5%

3.6%
4.6%

—— 1.5%
—I_. 0.5%

———= 0.5%

1.0%

20.6%

CIO/CTO

CISO/CSO

‘ Chief Data Officer
VPIT

‘ VP Information Security
VP Networks

IT Director

\ Information Security Director

‘ Director of Networks

‘ Director of Development/Engineering

‘ Director of Cloud Computing/Cloud Resources
‘ IT Manager/Supervisor (or equivalent)

‘ IT Service Manager/ITSM Team Leader

‘ IT Project/Program Manager

IT Director/Manager (other)

‘ IT Administrator/System Administrator

‘ Cloud Solutions Administrator/Engineer
‘ Database Administrator

‘ Programmer/Developer/Engineer

Research Methodologies and Demographics
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In total, how many employees are currently working in your organization?

28.3% (1,000-2,499

I | | ‘E— T

©13.7% | 5,000-7,499

BRI el T 4.4% | 7,500-9,999
110,000-19,999

—e 11.9%
—5.3% 20,000-49,999
150,000-99,999

——TI
‘Lm% 1100,000-499,999
2.7% ‘500,000ormore
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What is your organization’s annual sales revenue?

11.9%

$100 million to less than $250 million

15.5%  $250 million to less than $500 million

—33.2%

$500 million to less than $1 billion

28.3% | $1 billion to less than $5 billion

10.6%

$5 billion or more

0.4% ‘ Unknown
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Which of the following best describes your organization’s primary industry?

° 1.8% ‘ Aerospace/Defense

—J e 0.9%

.
I—o 3.5%
7.5%

- *°13.3%

Automotive

Business Services/Consulting

Computer/Technology Hardware (devices, chip, computer/networking hardware)

Computer/Technology Software (mobile app, consumer, custom, web-based)

12.8% Computer/Technology Services (laaS, SaaS, MSP, MSSP, cloud provider)

-: 5.8% Computer/Technology: Other
1.3% ‘Ecommerce

—  8.8% ‘ Finance/Financial Services/Banking

_ —*0.4% ‘ Gaming/Digital Entertainment

0.9% ‘ Government (federal, state & local)
8.8% \ Health Care/Medical/Pharmaceutical
1.8% ‘Insurance

Manufacturing

—*12.4%

1.3% ‘OiI/Gas/Chemicals

2.2% ‘ Professional Services (non-technical)

[ 9.7% | Retail/Wholesale/Distribution
__‘—o 3.5% ‘ Transportation/Airlines/Trucking/Rail

\—- 0.9% ‘ Utilities/Energy

L 0.9% ‘Other
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